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Abstract— A visible light communication broadcast channel
is considered, in which a transmitter luminaire communicates
with two legitimate receivers in the presence of an external
eavesdropper. A number of trusted cooperative half-duplex relay
luminaires are deployed to aid with securing the transmit-
ted data. Transmitters are equipped with single light fixtures,
containing multiple light emitting diodes, and receiving nodes
are equipped with single photo-detectors, rendering the consid-
ered setting as a single-input single-output system. Transmis-
sion is amplitude-constrained to maintain operation within the
light emitting diodes’ dynamic range. Achievable secrecy rate
regions are derived under such amplitude constraints for this
multi-receiver wiretap channel, first for direct transmission with-
out the relays, and then for multiple relaying schemes: cooperative
Jjamming, decode-and-forward, and amplify-and-forward. Superposi-
tion coding with uniform signaling is used at the transmitter and
the relays. Further, for each relaying scheme, secure beamforming
vectors are carefully designed at the relay nodes in order to hurt
the eavesdropper and/or benefit the legitimate receivers. Superi-
ority of the proposed relaying schemes, with secure beamforming,
is shown over direct transmission. It is also shown that the best
relaying scheme depends on how far the eavesdropper is located
from the transmitter and the relays, the number of relays, and
their geometric layout.

Index Terms— Visible light communication, LiFi, physical
layer security, relays, cooperative jamming, decode-and-forward,
amplify-and-forward, amplitude constraint.

I. INTRODUCTION

ISIBLE light communications (VLC) technology is a
Vpromising candidate for future high-speed indoor com-
munication systems, offering solutions to spectrum congestion
issues in conventional radio frequency (RF) systems [2], [3].
The broadcast property in VLC, however, calls for care-
ful design of secure communications to protect legitimate
users from potential eavesdroppers, especially in public areas.
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Physical layer security is a powerful technique to deliver
provably secure data for wireless systems through jointly
encoding for reliability and security, see, e.g., [4]. In this
work, we design physical layer secure relaying schemes for
a broadcast VLC channel with an external eavesdropper.

Recently, there have been several works on physical layer
security aspects in VLC, see, e.g., [5]-[23]. The idea of
employing an external friendly node that transmits jamming
signals to degrade the eavesdropper channel is investigated
in [5] and [6], under amplitude constraints that are imposed
such that the light emitting diodes (LEDs) operate within
their dynamic range, with [5] focusing on uniform signaling
and [6] focusing on truncated Gaussian signaling. Achievable
secrecy rates for the multiple-input single-output (MISO) VLC
channel are derived in [7], which are then used for trans-
mit beamforming signal design for the MISO setting in [8].
References [9], [10] also derive achievable secrecy rates for
the MISO VLC channel and design transmit beamforming
signals, yet with a focus on truncated generalized normal
signaling, showing improvement over rates achieved by both
uniform and truncated Gaussian signaling. Further improve-
ments are later shown in [11] by using discrete signaling
with finite number of mass points. Discrete signaling is also
considered in [12], in which closed-form achievable secrecy
rates for single-input single-output (SISO) VLC channels are
derived. Reference [13] considers a multiple-input multiple-
output (MIMO) VLC channel and derives achievable secrecy
rates via designing transmit covariance matrices for uncor-
related symmetric logarithmic-concave input distributions.
Secrecy outage probabilities are derived in [14]-[16] with
multiple eavesdroppers, via tools from stochastic geometry and
spatial point processes. Security aspects of hybrid VLC/RF
setups are considered in [17] and [18]. A multiple-transmitter
and multiple-eavesdropper scenario with one legitimate user is
considered in [19], in which secrecy outage probabilities and
ergodic secrecy rates with and without transmitters’ coopera-
tion are derived. Beamforming design techniques are proposed
in [20] to provide security in cases where the locations of
eavesdroppers are only statistically known. The impacts of
how multipath light reflections can jeoperdize security is
studied in [21]. References [22], [23] are the most closely
related to our work, in which broadcast VLC channels with
confidential messages are considered and achievable secrecy
sum rates are derived.

Motivated by their ability to improve the signal-to-noise
ratio (SNR) and overall performance of optical wireless
communication systems, relaying luminaires have been stud-
ied in [24]-[31] under various settings and assumptions,
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yet with no external eavesdroppers. Reference [24] stud-
ies amplify-and-forward and decode-and-forward relaying
schemes, and shows that multi-hop diversity gains can be
provided at the destination. Both relaying schemes are also
studied in [25] to enhance achievable rates of mobile users.
References [26], [27] consider multiple relaying scenarios
where ceiling lights arranged in linear and triangular topolo-
gies help each other through multi-hop transmission. Several
multiple relay-assisted VLC systems are proposed in [28],
where it is shown that multi gigabit-per-second rates can
be realized with simple optical modulation formats. In [29],
an LED light bulb in a desk lamp is used as a relay for
an OFDM-based VLC system. In [30], a cooperative VLC
system is investigated in which an intermediate light source
acts as a relay terminal operating in full duplex mode. Outage
probability analysis is carried out in [31] under different
relaying schemes in a hybrid VLC/RF setup.

Inspired by the above works, in this paper we investigate
the role of using extra luminary sources acting as trusted coop-
erative half-duplex relays in securing a two-user broadcast
VLC channel from an external eavesdropper. In our setting,
an amplitude constraint is imposed upon the transmitted signal
in order for the LEDs to operate within their dynamic range.
Under such amplitude constraint, we first derive an achievable
secrecy rate region, without using the relays, based on super-
position coding with uniform signaling at the source. We then
invoke the relays, and derive achievable secrecy rate regions
for several relaying schemes: cooperative jamming, decode-
and-forward, and amplify-and-forward, in all of which an
amplitude constraint also applies to the relays’ transmissions.
For each relaying scheme, we design secure beamforming
signals to maximize the achievable rates under the relays’
amplitude constraints. The design of the beamforming signals
is based on formulating optimization problems that are inferred
from the derived achievable secrecy rates. Results show the
enhancement, in general, of the achievable secrecy rates using
the relays, and that the best relaying scheme highly depends
on the eavesdropper’s distance from the transmitter and the
relays, and also on the number of relays and how they are
geometrically laid out.

We note that while the methodologies involved in this
work have been previously introduced for RF communica-
tions, there exists some differences that need to be carefully
considered when employing them in the context of VLC.
First, and as mentioned above, a physical amplitude constraint
applies to all transmitted signals from the LEDs. Invoking
amplitude constraints calls for new transmission signaling
design. For instance, Gaussian signaling, which is optimal for
additive white Gaussian noise channels with average power
constraints, is not even feasible here. We work with uniform
signaling, as done in some works in the VLC literature,
e.g., [51, [71, [8], and derive achievable secrecy rate regions
based on superposition coding using information-theoretic
tools. To the best of our knowledge, this is the first time
that achievable information-theoretic secrecy rate regions are
derived under amplitude constraints for multiuser VLC with
cooperative relays. Our analysis yields closed-form expres-
sions that enable optimal design of the relay beamforming
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Fig. 1. An indoor VLC system model in which a source luminaire
communicates with two legitimate users in the presence of an eavesdropper.
A number of cooperative trusted relaying luminaires assist with the source’s
transmission.

signals using linear-algebraic and optimization tools, which
are shown to boost the achievable secrecy rate regions in
general. Second, the VLC channel model is also different
from conventional RF channel models; the indoor line-of-sight
model used is largely deterministic, and strongly related to the
Euclidean distance of the transmission link. The channel gain
is real-valued, positive, and depends mainly on the relative
locations between the nodes, in addition to some physical
characteristics of the illuminating LEDs.

It is worth mentioning that sending information simul-
taneously to multiple users over the same resource block
using superposition coding is commonly referred to, in the
recent wireless communications literature, as non-orthogonal
multiple access (NOMA) [32], [33]. Our approach can then be
viewed as providing security at the physical layer using coop-
erative relays in a VLC channel in which NOMA techniques
are employed.

II. SYSTEM MODEL

We consider an indoor VLC channel in which a
transmitter (source) communicates with two legitimate
receivers (users) in the presence of an external eavesdropper.
The source is mounted on the ceiling, and is equipped with
one light fixture that contains multiple LEDs modulated by the
same electric current signal. The two users, and the eavesdrop-
per, are assumed to lie geometrically on a two-dimensional
plane close to the floor, and are each equipped with a single
photo detector (PD).

The source’s LEDs are driven by a fixed, positive bias
electric current that sets the illumination intensity. The data
signal, x € R, is superimposed on the bias current to modu-
late the instantaneous optical power emitted from the LEDs.
The source employs superposition coding [34] to transmit
two messages x; and xo to the first and the second user,
respectively, by setting

x=ax; + (1 —a)re (1

for some « € [0, 1] that determines the priority of each user.
In VLG, since the signal is modulated onto the intensity of the
emitted light, it must satisfy amplitude (or equivalently peak
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power) constraints that are imposed by the dynamic range of
typical LEDs to maintain linear current-light conversion and
avoid clipping distortion. An amplitude constraint, A > 0,
is enforced as follows:

alzr] + (1 —a)|ze| <A as. (2)

The VLC channel gain between the transmitting LEDs of a
light fixture and a PD is given by [35]

Aget(m +1) (|Zdiff|>m+1

27l? l )

where A, ie the PD’s physical area in squared meters, m =
—log(2)/ log ( cos ¢%> is the order of Lambertian emission,’
with ¢% denoting the LED semi-angle at half power, [ denoting
the distance between the LEDs and the PD, and z4; ¢y denoting
the vertical distance between them. Note the VLC channel gain
in the above model is positive and real-valued.

Let hi, ho, and h. denote the channel gains between the
source and the first user, the second user, and the eavesdropper,
respectively. Without loss of generality, let hy > ho, and
hence the first user decodes the second user’s message first
then uses successive interference cancellation to decode its
own message, while the second user decodes its message by
treating the first user’s interfering signal as noise [34]. From
this point on, we denote the first user and the second user as the
strong user and the weak user, respectively. We denote by 1,
ya2, and y. the received signals, in the electric domain, at the
strong user, the weak user, and the eavesdropper, respectively.
These are

Y1 = hiz +n, “)

'log terms in this paper denote natural logarithms.

A schematic diagram illustrating the considered VLC system model.
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Y2 = hax + na, (5)
Ye = hex + Te, (6)

where n1, no, and n, are i.i.d. ~ N(0, 1) noise terms.2

A number of extra luminary sources acting as trusted
cooperative half duplex relay nodes are available to aid with
securing data from the eavesdropper. Such relay nodes can
be, e.g., mounted on the walls of the room in between
the source and the users, or hanging from the ceiling in
between them, which is possibly deployable in buildings with
multi-layered lighting structures, see Fig. 1 and the schematic
diagram in Fig. 2. Let there be K relays, and denote the
channel gains from the source to the relays by the vector’
h, £ [hy1,...,h. k] Let g1, g2, and g, denote the K-
length channel gain vectors from the relays to the strong user,
the weak user, and the eavesdropper, respectively. All channel
gains: h;, j = 1,2,¢, h, and g;, j = 1,2, ¢, are assumed to
be known at the source. On the other hand, the channel gains
gj, J = 1,2, ¢, are assumed to be known at the relays.

Similar to the source, we assume an amplitude constraint,
A > 0, applies to the relays’ transmitted signal. In order to
have a fair comparison between the relaying and non-relaying
scenarios, we set A = yA for some fraction vy € [0,1] to be
designed. Operationally, we interpret the amplitude constraint
as a peak power constraint at the LEDs. Hence, in case of
relaying, the effective amplitude constraint that applies at the
source’s LEDs reduces to A, £ /1 —42A. The fraction ~?
therefore divides the total system’s peak power budget A2

2We choose to normalize the noise variances in this paper for simplicity of
presentation, and take that effect on the SNR into the amplitude constraint’s
value. That is, the SNR is now given by the square of the channel gain
multiplied by the square of the amplitude constraint.

3 All vectors in this paper are column vectors.
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among the source and the relays. This condition is to serve the
purpose of avoiding situations in which one can add relaying
LEDs at no extra cost.

In the following sections, we derive achievable secrecy
rates when the source and the relays transmit their data using
uniform signaling schemes. We first compute the rates without
using the relays, i.e., with v = 0, and then compare them to the
rates achieved under various relaying strategies: cooperative
Jjamming, decode-and-forward, and amplify-and-forward. For
these relaying schemes, we state the results for general v €
[0, 1], and then discuss the optimal design of + in Section VII.

III. DIRECT TRANSMISSION

In this section, we derive an achievable secrecy rate region
via direct transmission, i.e., without using the relay nodes.
We state the result in the following theorem, whose proof is
in Appendix A:

Theorem 1: The following secrecy rate pair, for the strong
and weak users, is achievable via direct transmission for a
given a:

1 21202 A2 1 2,2 A2 +
Tl = [—log(H—L)——log(H—heai)] , (1)
2 e 2 3

242 242 +
| (TR n (14 q
T2,s = | 5108 W —5log 15 2R ; (&)

e

where the second subscript s is to denote secrecy rates, and
[]* £ max(-,0).

Observe that for a = 1, we obtain 72, = 0 since % <
%, and 71 s coincides with the SISO achievable secrecy rate
derived in [7], since the signal now is only directed toward
one user (the strong user). The opposite holds for « = 0 as
well. It is also clear from (7) and (8) that the strong user’s
achievable secrecy rate is positive if and only if (iff)

2 1
— Wi > She, ©
and that the weak user’s achievable secrecy rate is positive iff

2 o\ , (2% 1\ , 1 4 2,939
<% - ?) h2+<¥ - 5) he > (5‘#) o”hahe.

(10)

Thus, achieving positive secrecy rates depends on the rela-
tive channel conditions between the users and the eavesdropper
as articulated by the above inequalities. In the following
sections, we study how to enhance the achievable secrecy rates
in Theorem 1 above by using cooperative trusted relays.

IV. COOPERATIVE JAMMING

In this section, we discuss the cooperative jamming scheme.
In such, the relays cooperatively transmit a jamming signal J z,
simultaneously with the source’s transmission, to confuse the
eavesdropper. Here, J € RX is a beamforming vector and z
is a random variable that are both to be designed under the
following constraints:

A as., (1)
1, (12)

2|

<
1]l <
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where ||-||1 denotes the L; norm operator: || J||; = Zf; [Ji].
Observe that applying an L; norm constraint has the opera-
tional meaning that the cooperative relaying LEDs share the
peak power budget A% = v2A? allocated to them, whereas if
an L., norm is used instead, i.e., if we set: max; |J;| < 1,
then this would mean that each relay comes with its own power
budget independently, i.e., the peak power budget A2 = +2A?
would be given to each relay, which would not be fair to
compare with the non-relaying scenario. The received signals
at the legitimate users and the eavesdropper are now given by

Y = hlx—l—ngJz—i—nl, (13)
Yo = hox + gQTJz + ng, (14)
Ye = hew + gL Iz +ne, (15)

where the superscript 7' denotes the transpose operation, and
the amplitude constraint on the transmitted signal = is now
reduced to A, = /1 —~2A.

In order not to harm the legitimate users, the beamforming
vector is designed such that

glJ=glJ=0, (16)

which is guaranteed if K > 3 relays, making the matrix
GT 2 [g; g]T have a non-empty null space. Let us denote
the beamforming vector satisfying (16) by J,. We now have
the following result, whose proof is in Appendix B:

Theorem 2: The following secrecy rate pair, for the strong
and weak users, is achievable via cooperative jamming for a
given a:

1 2h2a2 A2
7“1‘]’8 [5 log (1 + 717re il

2,2 42 TJU 2A2 +
11 . 1+ heot3 Yy (ge 3) (17)
—Zlo __
2(gTJ,)2A2 ’
s
2h3 A2
e l1og 1+
2,s 2 1 h3a2A2
3
h2A2 73,)° A2 +
1 log 1 + 63 + + (g€ 3) (18)
2 2h202A2 | 2(gTJ,)% A2 ’
L+ Te -+ Te

where the superscript J is to denote the cooperative jamming
scheme.

We now proceed to find the optimal beamforming vector J,
that maximally degrades the eavesdropper’s channel. In view
of (17) and (18), by direct first derivative analysis, one can
show that 7 _ is increasing in (geTJ(,)2 iff

2 949  T€ -
hea”AZ > - 3~ 1.27, (19)
and that 73’7 , is increasing in (g?'J 0)2 iff
Te
h2 (1—a?) A2 > 5 - 3~ 1.27. (20)

We note that, as a direct consequence of the data processing
inequality [34], sending a jamming signal can only degrade
the eavesdropper’s channel. It is clear, however, that the
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inequalities in (19) and (20) do not hold all the time, and
hence sending a jamming signal might actually benefit the
eavesdropper. This is justified though, since we only derive
lower bounds on the achievable secrecy rates, as opposed to
exact computations. Whenever the secrecy rate (of either user)
. S T2 . .
1s Increasing in (ge J(,) , we find the optimal beamforming
vector J; by solving the following optimization problem:

max (80 3)"
st. GTJ, =[00]

[Jollr < 1. 2y

To solve the above problem, we first introduce the following
orthogonal projection notation onto the null space of G”:

PLHG) 21k - G (G"G) ' GT, 22)

where Ix denotes the K x K identity matrix.* It is clear that
any vector lying in the null space of GT can be written as
the multiplication of P+ (G) by some vector u; € R¥X. The
optimal J} vector should then be of the form

J: =P (G)uy, (23)

whence the objective function of problem (21) would be given
by (gl PH(G) IIJ)Q, which is maximized by choosing u; =
c;P+(G) g, for some constant c; € R. Finally, to satisfy the
amplitude constraint, we choose the constant c; such that

. PHG)g.
J'= -2 24
° = TPH@ e, &4

V. DECODE-AND-FORWARD

In this section, we discuss the decode-and-forward scheme.
Communication occurs over two phases. In the first phase,
the source broadcasts its messages to both the legitimate users
and relays. In the second phase, the relays decode the received
messages and forward them to the users. The eavesdropper
overhears the transmission over the two phases.

The received signal at the relays in the first phase is

Yr = h,z + n,, (25)

where n, ~ N(0,Ix) represents the Gaussian noise in the
source-relays channels. In the second phase, the ith relay
decodes its received signal to find z; and z9, re-encodes x;
into 1 and zo into Zo using independent codewords, and
then forwards them to the users using superposition coding
after multiplying its transmitted signal by a constant d; € R
to be designed. Effectively, the relays’ transmitted signal in
the second phase is given by dz,, with d = [dy,ds, ..., dk],
and x, given by

Tp = ady + (1 — a)Zs. (26)

That is, we assume the relays use the same « fraction as the

source. The following constraints hold at the relays:
a1+ (1 —a)F2] < A as., (27)

“Note that P-(+) can be defined to operate on vectors as well, denoting a
projection onto their orthogonal complements in the space.
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Idfl; < 1. (28)

The received signals at the legitimate users and the eavesdrop-
per in the second phase are given by

yi = gi da, +nl, (29)
ys = g5 da, + n, (30)
yr = gldz, +nl, (31)

where the superscript r is to denote signals received from
the relays, and the noise terms nj, nj, and n. are ii.d.
~ N(0,1).

For the number of relays K > 2, we propose designing the
beamforming vector d to satisfy

ged=0 (32)

so that the eavesdropper does not receive any useful informa-
tion in the second phase. We denote such beamforming signal
by d,. If K > 3, then it will hold that both ngdo and gQTdO
are non-zero a.s. We now have the following theorem, whose
proof is in Appendix C:

Theorem 3: The following secrecy rate pair, for the strong
and weak users, is achievable via decode-and-forward for a

given a:
pr_ 1| pr 1 hia®A "
s = 5 - 5 1Og 1+ 3 ; (33)
h2 A2 +
1 1 14 ==
s =5 2" =5 log ?—ﬁﬁp— , (34
+ e

me

where the superscript DF' is to denote the decode-and-
forward scheme, and rP¥ and rP¥ given by (35) and (36),
respectively, at the top of the next page.

In view of (35) and (36), we see that ¥ is increasing
in (ngdo)Q, while direct first derivative analysis shows that

rPF s increasing in (g7d,)” iff o < /27 ~ 0838,

yet this condition can be ignored since TQQF can only be
positive if o < 0.838. Therefore, we propose the fol-
lowing optimization problem to find the best beamforming

vector:

max o (g7d,)’ + (1- ) (g]d,)’
s.t. gero =0

[d]l, <1. (37)

To satisfy the first constraint, the optimal d}; should be of the
form

d’ = Pl (ge) g £ qud

o

(38)

for some vector u; € RX to be designed, with PH(:)
as defined in (22). To choose the best uy, we rewrite the
objective function of the above problem slightly differently as
follows:

uiF,(agig] + (1 —a)gag) ) Fau. (39)
Therefore, the optimal ug is given by
ug = cqvd, (40)



4232

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 67, NO. 6, JUNE 2019

9 -
rPF = min{% log <1+%> +% log<1+w> , %10g<1+12i<nK %)} (35)
rPF = min llog ﬂ + l1og L w —log | min ﬁ (36)
2 14 h%a# 2 14 (ggdoz):azfiz "2 LSISK M#
where ¢4 € R is a constant, and v, is the leading eigenvector W 101 1_‘_% 1 1+ ﬂ "
of the matrix T2s = 312 log H%ﬁ 3 log H%@ )
Fq(agig] + (1 —a)gogs) Fa, (41) " (49)

i.e., the eigenvector corresponding to the largest eigenvalue
of the matrix. Finally, we choose c4 to satisfy the amplitude
constraint as follows:

Vd

= —. (42)
||Vd||1

Uqg

VI. AMPLIFY-AND-FORWARD

In this section, we discuss the amplify-and-forward scheme.
As in the decode-and-forward scheme, communication occurs
over two phases. However, in the second phase, the ith
relay merely re-sends its received signal from the first phase
after multiplying (amplifying) it by a constant a; € R to
be designed. Effectively, the relays’ transmitted signal in
the second phase is given by diag (y,)a, where diag(l) is
the diagonalization of the vector 1, and the following amplitude

constraint holds at the relays:
|diag (y,)all, <A as. (43)

The received signals at the legitimate users and the eavesdrop-
per in the second phase are given by

yi = gl diag (y-)a+nj, (44)
ys = g diag (yr)a+nj, (45)
Yo = geriag (yr)a+n.. (46)

As in the decode-and-forward scheme, for K > 2
relays, we propose designing the beamforming vector a to
satisfy

gldiag(h,)a=0 47)

so that the eavesdropper does not receive any useful infor-
mation in the second phase. We denote such beamforming
signal by a,. Further, for K > 3 relays, it holds that
both g diag (h,)a, and gf'diag (h,)a, are non-zero a.s.
We now have the following theorem, whose proof is in
Appendix D:

Theorem 4: The following secrecy rate pair, for the strong
and weak users, is achievable via amplify-and-forward for a

given a:
2202 A2 1 h2a?A?
ZME Ty 5 log| 1+—4——2

+
111
AF
=—|=logl|l
s 2 [2 og(—i— Te 3

)

(48)

where the superscript AF is to denote the amplify-and-froward
scheme, and

(g]Tdiag (hr) 30)2

K22 p? 4
J J 1 + (g}—‘ao)Q

;o J=12 (50)

In view of (48) and (49), we see that r{'% is increasing in

r3, while direct first derivative shows that 75'[" is increasing
in K3 iff a < 21//’;6 ~ 0.838, yet again this condition can

be ignored (as we did in the decode-and-forward case) since
rﬁf can only be positive if o < 0.838. Therefore, we propose
the following fractional optimization problem to find the best
beamforming vector that maximizes the jth user’s rate, j =

1,2:
(g] diag(h,) 30)2
max -
2 1+ (g] a,)

s.t. geriag (h,)a, =0
ldiag (y-) aOH1 < A

&1y

To solve the above fractional program, we introduce the
following auxiliary problem:

. 2 2
p?F()\) £ max (ngdlag (h,) ao) - A (1 + (ngao) )
s.t. gl'diag(h,)a, =0

Hdiag(yr)aoﬂl <A (52)

for some A > 0. One can show the following: 1) pj‘F()\) is
decreasing in \; and 2) the optimal solution of problem (51)
is given by A* that solves p#'¥ (\*) = 0 [36]. Hence, one can
find an upper bound on \* that makes pj‘F (A) < 0 and then
proceed by, e.g., a bisection search, to find A\*. Focusing on
problem (52), we first note that, to satisfy the first constraint,

the optimal a, should be of the form
a, = P*(diag(h,)g.)u, 2 F,u, (53)

for some vector u, € R¥ to be designed. To choose the best
u,, we rewrite the objective function as

u’F, (diag (h,) gjngdiag (h,) — )\gjng) F,u,. (54)
Hence, the optimal u, is given by

(55)

Uy = CaVa,
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Fig. 3. Plan view of the geometric layout of the source, the relays,
the legitimate users, and the eavesdropper.

where ¢, € R is a constant, and v, is the leading eigenvector
of the matrix

F, (diag(h,) gjngdiag (h,) — )\gjng) F,.

We choose ¢, to
follows:

(56)

satisfy the amplitude constraint as

Vv —
= T— 2 A. (57)
[diag (yr) valll;

Finally, let agj ) be the solution of problem (51). We propose

using the following beamforming vector:

a =aalV + (1 - a)al?. (58)

VII. NUMERICAL EVALUATIONS AND DISCUSSION

In this section, we validate our results via numerical eval-
vations and discuss the relative performances of the pro-
posed schemes in this paper. We characterize the boundary
of the achievable secrecy regions of the different schemes
by solving the following optimization problem for a given
e [0,1]:

max e, + (1— p)rs,
a,y

st. 0<a<l1, 0<~<1, (59)

with w € {J, DF, AF} denoting the relaying scheme, or is
simply not used in the case of direct transmission. We solve the
above problem numerically using, e.g., a line search algorithm.
Since the feasible set is bounded, this facilitates convergence
to an optimal solution. For simplicity, we set A = 1 in the AF’
beamforming vector optimization and do not further optimize
1t.

We consider a room of size 5 X 5 X 3 cubic meters.
With the origin tuple (0,0,0) denoting the center of the
room’s floor. The source is located at (0,0, 3), the strong user
at (0.75,0.75,0.7), and the weak user at (—1.25,0.75,0.7).
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Fig. 4. Achievable secrecy regions of the proposed schemes. Solid lines are
with eavesdropper at (0, 1.5,0.7), and dashed lines are with it at (0, 2,0.7).

We consider K = 5 relays located at the following posi-
tions: (0.1,0.1,2), (0.1,-0.1,2), (0,0,2), (—0.1,0.1,2), and
(—0.1,—0.1,2), see the plan view in Fig. 3. The channel gain
between two nodes is given by (3), with Age; = 10~* and
10 1= 60°. We set the amplitude constraint (or the system’s
peak power budget) to A = 107.

In Fig. 4, the achievable secrecy rate regions of the schemes
proposed in this paper, along with that of the direct trans-
mission scheme are shown. The solid lines in Fig. 4 are
when the eavesdropper is located at (0,1.5,0.7). We see
in this case that all the proposed schemes perform strictly
better than direct transmission. The dashed lines in Fig. 4 are
when the eavesdropper is located a bit further away from the
source (and the relays) at (0,2,0.7). We see in this case that
larger secrecy rates are achievable for all schemes, and that
direct transmission is now comparable to cooperative jamming.
We also note that they are both performing closer in this case
to decode-and-forward and amplify-and-forward. The main
reason behind this is that as the eavesdropper gets further away
from the source, the rate of increase in the achievable secrecy
rates in case of direct transmission and cooperative jamming
becomes larger than that of decode-and-forward and amplify-
and-forward. This is attributed to the extra pre-log % terms
in the case of decode-and-forward and amplify-and-forward
that are due to the half-duplex operation of the relays. These
terms have a diminishing effect on the achievable secrecy rates
that becomes more apparent as the eavesdropper gets further
away, whence direct transmission and cooperative jamming
start performing better.

In Fig. 5, we investigate this latter note further, and show
the effect of the eavesdropper’s distance from the source on
the secrecy sum rate, setting 1 = % in problem (59). We vary
the eavesdropper’s location from (0,0.75,0.7) to (0,4,0.7),
i.e., we only change its location’s second coordinate’s value.
We observe from the figure that clearly the secrecy sum
rate increases, for all schemes, as the eavesdropper’s distance
from the source increases. We also note that at relatively
close locations, the proposed relaying schemes achieve strictly
positive rates, as opposed to the zero rate achieved via direct
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Fig. 5. Effect of eavesdropper’s distance from the source on the achievable
secrecy sum rate. Only the second coordinate of the eavesdropper’s location
is varied, while the first and the third coordinates are fixed at 0 and 0.7,
respectively.
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Fig. 6. Effect of the strong user’s SNR on the achievable secrecy sum rate.
Solid lines are with the eavesdropper at (0,0.75,0.7), and dashed lines are
with it at (0, 4.25,0.7).

transmission. This shows how useful the proposed relaying
schemes become, compared to direct transmission, when the
eavesdropper is relatively close to the source. Finally, it can
be seen from the figure that there exists a certain distance
after which direct transmission and cooperative jamming
beat decode-and-forward and amplify-and-forward. This is
attributed to, as discussed before, the diminishing effects of
the extra pre-log % terms in the case of decode-and-forward
and amplify-and-forward, which are not present in direct
transmission and cooperative jamming.

In Fig. 6, we show the effect of the SNR at the strong user
on the achievable secrecy sum rates. The strong user’s SNR
(in dB) is given by 20log;, (h1A). We consider a setting in
which the eavesdropper is close-by at (0,0.75,0.7), whose
results are depicted in solid lines, and another setting in which
the eavesdropper is far-away at (0,4.25,0.7), whose results
are depicted in dashed lines. In the close-by setting, direct
transmission achieves zero rate for all values of the SNR,
cooperative jamming starts achieving positive rates only for
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Fig. 7. Plan view of the geometric layout of the system, in which the center
point of the relays’ positions is varying.

relatively higher values of the SNR and continues to eventually
beat all other schemes, amplify-and-forward performs best at
relatively lower SNR values and is beaten by decode-and-
forward at relatively higher ones. In the far-away setting,
direct transmission and cooperative jamming are indistinguish-
able, and beat decode-and-forward and amplify-and-forward
for all values of the SNR. This is, once more, the effect
of the half-duplex operation of the relays. It is clear from
Figs. 4, 5, and 6 that the best relaying scheme depends on the
secrecy rate region’s operating point, the distance between the
source and the eavesdropper and the SNR.

Next, we explore another aspect of relative distances
between the nodes by fixing the eavesdropper’s location at
(0,1,0.7) and varying the centroid of the relays’ positions.
Specifically, we let the relays be located at (0.1,¢, + 0.1,2),
(0.1,¢,—0.1,2), (0, ¢,,2), (=0.1,¢,+0.1,2), and (0.1, ¢, —
0.1,2) and vary the center point ¢, from —0.5 to 1.5, see
the plan view in Fig. 7. We plot the achievable secrecy sum
rates versus ¢, in Fig. 8. We see from the figure that direct
transmission achieves zero secrecy rates for all values of ¢,
since the eavesdropper is relatively closer to the source than
the legitimate users. On the other hand, all the proposed
relaying schemes achieve strictly positive secrecy rates, with
varying performances. We notice, in particular, that the rela-
tively simple cooperative jamming scheme performs best when
the relays are closest to the eavesdropper.

Finally, we explore the effect of a different aspect on the
secrecy sum rate: the number of relay nodes, and how far apart
they are from each other. We consider the situation in which
the eavesdropper is located relatively close to the source at
(0,1.25,0.7), and place a varying number of relays along the
corners and sides of a square of side length 2¢ meters, centered
at (0,0,2). Specifically, we locate one relay at the center
of the square, at (0,0,2), and the remaining relays at either
the corners: (¢,¢,2), (—¢,¢,2), (¢,—¢,2), and (—¢,—¢,2); or
at the centers of the sides: (¢,0,2), (0,¢,2), (—¢,0,2), and
(0,—¢,2), see the plan view in Fig. 9. We vary the number
of relays, K, from 3 to 9 relays, and plot the achievable
secrecy sum rate for each case in Fig. 10. The solid lines
in the figure are when ¢ = 0.1 meters, while the dashed lines



ARAFA et al.: RELAY-AIDED SECURE BROADCASTING FOR VISIBLE LIGHT COMMUNICATIONS

—4— direct transmission

—#— cooperative jamming
decode-and-forward

|| —e— amplify-and-forward

0.8

0.6

0.4

secrecy sum rate (nats/s/Hz)

R -
-0.5 0 0.5 1 15
¢yt center point of the relays’ second coordinate

Fig. 8. Effect of the relays’ distance from the eavesdropper on the secrecy
sum rate. The eavesdropper is located at (0,1,0.7), while the relays are
located at (0.1, ¢y +0.1,2), (0.1, ¢y —0.1,2), (0, ¢y, 2), (—0.1, ¢y +0.1,2),
and (—0.1,¢y — 0.1, 2).

eavesdropper
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Fig. 9. Plan view of the geometric layout of the system, in which the number
of relays is varying, as well as their relative distance from each other. Either
the layout in green with £ = 0.1, or that in brown with £ = 0.5 is chosen to
employ the varying number of relays.

are when ¢ = 0.5 meters. We see from the figure that direct
transmission achieves zero secrecy rates, since the eaves-
dropper is relatively closer to the source than the legitimate
users, while all the proposed schemes achieve strictly positive
secrecy sum rates. The main message conveyed by this figure,
however, is that for every relaying scheme, there exists an
optimal number of relays that maximizes the secrecy sum
rate. Such optimal number is not necessarily the maximum
number of relays available (9 in this case). The reason behind
this is that when new relay LEDs are added to the system,
the power share per-relay decreases. This might hurt the
overall performance if, for instance, this newly added relay
is not very well-positioned with respect to the eavesdropper,
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Fig. 10. Effect of number of relays on the secrecy sum rates of the proposed
schemes. The eavesdropper is located at (0, 1.25,0.7). The relays are located
along the corner and mid-side points of a square of side length 2¢ meters,
centered at (0, 0,2). Solid lines are when ¢ = 0.1, and dashed lines are when
£=0.5.

relative to the already existing ones, and ends up consuming
power unnecessarily. Another observation from Fig. 10 is that
the relative distance between the relays is an important system
aspect that should be carefully designed to meet a desired
system performance.

VIII. CONCLUSION AND FUTURE DIRECTIONS

A VLC broadcast channel in which a transmitter commu-
nicates with two legitimate receivers in the presence of an
external eavesdropper has been considered. Under an ampli-
tude constraint, imposed to allow the LEDs to operate within
their dynamic range, an achievable secrecy rate region has
been derived, based on superposition coding with uniform
signaling. Then, trusted cooperative half-duplex relay nodes
have been introduced in order to assist with securing the
data from the eavesdropper via multiple relaying schemes:
cooperative jamming, decode-and-forward, and amplify-and-
forward. Secure beamforming signals have been carefully
designed at the relays to enhance the achievable secrecy
rates. It has been shown that the best relaying scheme varies
according to the distance from the transmitter (and the relays)
to the eavesdropper, and also on the number of relays and their
geometric layout.

Extending the approaches in this paper to the case with
multiple transmitting LED fixtures and/or multiple receiving
PDs would be of interest as a future direction. In addition, one
could also consider deriving achievable secrecy rate regions
based on different distributions other than uniform, such as
discrete and truncated generalized normal distributions, that
have been previously used in the literature. Another direction
would be to consider the case in which the eavesdropper’s
location is not known at the transmitter, or known within
some boundaries. In the former case, the goal would be
deriving secrecy outage probabilities, while in the latter case,
the goal could be deriving a worst case achievable secrecy rate
region.
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APPENDIX

A. Proof of Theorem 1

Given «, the following secrecy rates, for the strong and
weak users, are achievable for this multi-receiver wiretap
channel [37]:

c1,s = [Hw; y1loz) — Lz yelz2)] T, (60)
ca,s = (L5 92) — Lwas9e)] (61)

where I(-;-) denotes the mutual information measure [34].
Now let the transmitted symbols z; and x5 represent two inde-
pendent uniformly distributed random variables on [—A, A].
Clearly, this satisfies the amplitude constraint in (2). Let us
now drop the superscript + for simplicity of presentation.
We proceed by lower bounding c; s as follows:

c1,s > L(z;hi(axy + (1 — a)zg) + nylzsg)

=T (z; he(axy + (1 — @)x2) + ne|z2) (62)
=T (x1;hiaxy +ny) — I(z1; heaxy +ne)  (63)
= h (hiazr + n1) — h (heaz + ne) (64)
> %bg (th(hl(yxl) +62R1(n1))

1 A?
——log | 2me h§a2— +1 (65)
2 3

1

= 5 log (hia®4A? 4 2me)
1 A?

-5 log <27re (hgof? + 1)) (66)
= T1,8 (67)

where h(-) in (64) denotes the differential entropy

measure [34], and (65) follows by lower bounding the
first (positive) term in (64) by the entropy power inequality
(EPI) [34] and upper bounding the second (negative) term
in (64) by plugging in a Gaussian x, instead of uniform,
with the same variance, since Gaussian maximizes differential
entropy [34]. Next, we proceed similarly to lower bound c3 4
as follows:

2,5 = L(za; ho(azr + (1 — @)z2) + no)

T (2; he(axy + (1 — a)z2) + ne) (68)
h (ha(azy + (1 — @)x2) + n2) — h (haaxy + n2)
—h (he(azr + (1 — a)xa) + ne) + h (heaxy + ne)

(69)
> ah (how1 +n2) + (1 — a)h (howa +n2)
—h (hgazy + n9) — h (he(azy + (1 — a)z2) + ne)
h (heazy + ne) (70)
1
S 2 2h(hoz1) 2h(n2)
23 log (e +e )

1 A?
—5 log (27re (h%of? + 1)

1
3 log (27re (h20z2— +h2(1 - )

2Ih<ne>)

)

1
+5 log (amh(he”l 71)

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 67, NO. 6, JUNE 2019

> %log (eQIh(h,gxl) +62ﬂ1(n2))
1 A2
—5 log (27re (h%of? + 1))

1 o, A?
—3 log <27re <he? + 1>>

1
+§ log (62]h(heazl) i eQ]h(ne)) (72)
1
=3 log (h34A* + 2me)
1 A2
—5 log (27re (h%of? + 1))
1 A?
—3 log <27re <hi? + 1>>
1
+3 log (h3a*4A? + 27e) (73)
= T2, (74)

where (70) follows by Jensen’s inequality (concavity of dif-
ferential entropy) [34]; (71) follows by using EPI to lower
bound the positive terms of (70) together with the fact that
hox1 + no and hoxo + no have the same distribution, and
plugging in a Gaussian x; and =z, instead of uniform, with
the same variances to upper bound the negative terms of (70);
and (72) follows since o < 1. This concludes the proof.

B. Proof of Theorem 2

We first note that, different from direct transmission, over
here we have another random variable z involved in the cal-
culations. To emphasize the difference, we denote the secrecy
rates in (60) and (61) by cf , and cj ., respectively. We now
proceed with the same appréach as that followed in the proof
of Theorem 1. Specifically, we let ; and x5 be two inde-
pendent uniformly distributed random variables on [— A, A, ],
and let z be uniformly distributed on [—A, A], independently
of 1 and zo. We then expand the mutual information terms
constituting ¢ , and ¢ , in terms of differential entropy, lower
bound positive terms By EPI (and Jensen’s inequality if need
be), and upper bound negative terms by plugging in Gaussian
random variables with the same variances, instead of uniform.
Specific justifications of intermediate steps are as in the proof
of Theorem 1 and are thus omitted for brevity. We also drop
the superscript + for convenience.

A lower bound on ¢f , is now given by

cis = I(x1; hiawr+nq) -1 (ml; heouy —|—geTJoz + ne)
(75)
]h(heaxl —|—geTJoz + ne)
(76)

= h(hiazy +nq) —
+h (gl 3oz + ne)

> %bg (eQIh(hlo(;cl) +62R1(n1)) _

1 A2 A2
—5 log <27re <h§a2?7 + (geTJo)2 Y + 1))

—|—%log (ezm(gZJoz) +62ﬂ1(ne))

h(ni) —

1
5 log(2me)

7

1 1
=3 log (hia?4A2 + 2me) — 3 log(2me)
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1 A2 A?
-5 log (27re <h§0¢2?7 + (geTJo)2 5+ 1))

+% log ((geTJo)2 a?4A? + 27re) (78)

=, (79)
Similarly, we lower bound cis as follows:
cis = I (z2; ho(azy + (1 — @)x2) + n2)

—I (z2; he(az1 + (1 — a)z2) + gl oz +ne)  (80)

= h (ha(azy + (1 — a)x2) + n2) — h (heaxy + n2)
—h (he(az1+(1 — @)z2)+gL Joz + ne)

+h (heaxl + geTJoz + ne) (81)
> ah (haz1 + n2) + (1 — a)h (hoxa + n2)
(hgaxl + ng)
—h (he(azy + (1 — a)z2) + g1 Joz + ne)
+h (heazy + gl Joz + ne) (82)

> Elog (ezlh(hle) n eQ]h(nz))
1 A3
—3 log <27re <h§az?V + 1))
1 A2 A?
—§log <27re <h2 2 3 T 4 p2(1— )2?7

AQ
+(8790)" 5+ 1))

%bg (62]11(hea:01) 4 (g7 3.2) +e2]h(ne)) 83)

log (62]}1(h21‘1) + 62111("2))

1 A7
-5 log <27Te (hgof?v + 1))

1 Al A2
—Elog <27Te (hi?v + (geTJo)2 3 + 1))

+%1og (eQIh(heoz:m) 4 ¢2h(8l302) _'_eQIh(ne)) (84)
1
=3 log (h§4A,2), + 27re)
1 A?
—5 log <27re <h§oﬂ?V + 1))
1 , A2 o2 A2
_§1og <27re <he?7 + (ge JO) 5 +1
1 -
+51 ( 2442 + (g73,)" 0?44 + 27re) (85)
=75, (86)

This concludes the proof.

C. Proof of Theorem 3

We let the relays employ the same decoding technique
of the strong user: first decode the weak user’s message by
treating the strong user’s interfering signal as noise, and then
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use successive interference cancellation to decode the strong
user’s message. Using the decode-and-froward lower bound
in [38, Th. 16.2], the following secrecy rates are achievable:

1r . - .
Cf.f = i[mm{ﬂ (z, 591, Y1 |72, T2) amimﬂ(%;yrﬂ@)}

+
TN S| A C3)

DF

1r . - . .
Cos = §[mln{ﬂ($2a$2;y2,y2),ml.lnﬂ(ﬂ?z;yr,i)}
+
“I@siye)] . (88)

where the extra term is due to sending the same information
over two phases of equal durations. By the independence of
z; and x;, j = 1,2, we have

I(z1; hyowy +nq)

+I(Z1; g] doady +nY) (89)

I(z2; hoa(axr +(1—a)xs)+no)

HI(Z2; 83 do(aF1+(1— ) Z2) +nb) .
(90)

H(xlajl;yhyﬂq’?)i?) =

(w2, 25 Y2, y3) =

To derive the lower bounds on cf F and 02 ., we proceed

as in the proof of Theorem 1 by lower boundmg the positive
terms above by EPI (and Jensen’s inequality if need be),
and upper bounding the negative terms above by plugging in
Gaussian random variables with the same variances instead of
uniform. This directly gives rD Fand rPF. Specific details are
merely the same as in the proof of Theorem 1 and are omitted
for brevity.

D. Proof of Theorem 4

We note that the jth user, j = 1,2, can view the system as
the following 1 x 2 SIMO system:

) = lerasestonan =+ 2]

where the noise term 71} = gj Tdiag(n,)a, + n’, which is

~N (O, 1+ (g7 ) ) The jth user then applies the capacity
achieving maximal ratio combining [39] to get the following
sufficient statistic:

oD

gleag (h,)a,

-~ A r
g = hjy; + —Y; (92)
1+ (gj a,)
£ hjys + ). (93)
o5,

Therefore, the following secrecy rates are now achievable:

Lo

cis =5 L@ gilea) — Uwiyeloa)] ™, O4)
1 .

ey = 5 [L(w2350) = LICSES) A (95)

where the extra % term is due to sending the same information
over two phases of equal durations, as in the decode-and-
forward scheme. We now proceed with lower bounding the
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positive mutual information terms in (94) and (95); the nega-
tive terms are handled exactly as in the proof of Theorem 1.
For the strong user, we have

=1
5 %8
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14 2r2dy 2/{2142

1+

(104)

RZ(X2AZ

This concludes the proof.

I (z; 91]z2)
i ha
=h h%—f— 2’T ax1+h1n1+Tr~
O 1,r [1]
h T~ [2]
—h | hiny + 0_2 96)
1,r
2 "M\ Pir e 13
Z % log e2h((h1+d%,7') 1) _|_ e2lh(h1n1) _|_ e2h(”%,r 1)
) ) h% ) [4]
—3 log | (2we) | AT + 5 97) [5]
1,r
L % 2 % [6]
= ; log h 4+ == | o®4A2 + (2me) | hT + ==
1r 1 [7]
1 h?
—5 log (27T6) h% —+ ;’T (98) [8]
1,r
1 2Kk202 A2
= Slog 1+ # 99 O
10
Similarly, for the weak user, we have [10]
I (z2;92) (i
ha r ar
= (h (0&331 + (1 — 04)1,‘2) + hang + o (5 [12]
‘72 r 02.r
3 har or [13]
—h h —|— o 5T (100)
02.r 02.r
% h - [14]
> o h3 + = $1+h2n2+02’ Ty
02.r 2r
% hy [15]
].—Oé a To + hong + 2’ ~£
92r [16]
1 h‘g’ A2 h3
——log | @me) | | R3+ =2 | L4+ hd+ =5
2 O’%}T 3 O'%T, (17
(101)
2, b3 . hor —r [18]
Z % log e2h((h2+"'2 7‘) 1) —+ 62]11(}7,2712) + 62]}1("3 z)
9 [19]
5.\ AL, B,
——lo 2me h3 + =5 — +h;+ =
B | () >3, ) 3 % a3, [20]
(102)
1 9\ 2 2 o1
= 5 log <h§ + 2T | 442 + (2me) | h + =2
JQ,T 2,r
2 \? 42 2 (221
—Zlog | (@me) [ [A2+ =22 ) X 4 n24 22
( O—g,r 3 2 J%,r [23]
(103)
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