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1.0 Purpose

The purpose of this security assessment is to identify Vulnerabilities that
ZAP found and determine whether they are false positive or true positive
and to identify any vulnerabilities ZAP might have missed.



2.0 Zap Analysis

Zed Attack Proxy, short for ZAP is a scanner that is used to scan for
vulnerabilities in web applications and by inserting Tunestore’s web
address I was able to get these results without being logged in:

And these results being logged in:



2.1 SQL Injection for comments

A false positive that I noticed was a comment for cd 12-2:

Zap used this vulnerability to attempt to allow a user that isn’t logged in to
comment on a cd but when I logged in as an actual user there was no
comment



2.2 SQL Injection for CD gifting

Another false positive was found. A get method was used to attempt to
allow someone to gift a cd to any user, however, when I used the attack link
it just took me to the cd with no change whatsoever. When choosing a
friend to gift it sends them a cd like normal



2.3 SQL Injection for CD buying

A true positive was found. A get method was used to attempt to buy a
logged-in user a cd. With this attack as long as the victim has money a cd
can be purchased.



2.4 SQL Injection for CDs

Another false positive that was found was the URL for cd, it was 12-2 but
there is no cd that exists so it defaults back to 10





2.5 Reflected Alert

A true positive that was found was when zap injected a script into the login
of Tunestore and an alert popped up.

2.6 CSS

A False positive was found. ZAP attempted to log in as a user and inject a
gif file and an error and alert would pop but the attack failed and nothing
happened



2.7 Image

A false positive was found. ZAP copied the image URL of the CD covers
and attempted to do an attack but the result was just an image of a CD
cover



3.0 False negative

A false negative was found. ZAP was not able to find a vulnerability found
in URL manipulation. When someone downloads a CD it takes you to a
separate link and by manipulating the URL you are able to download any
song you want.




