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Overview

The file I received from detective Fletcher was GP2020.E01. Detective Fletcher has tasked me
with examining this forensic image and uncovering any and all evidence that is hidden in the
image. The felon Eugene has been suspected to be involved with the manufacture and sale of
drugs so I will have to look thoroughly to uncover any contacts or evidence to prove this.

Files Acquired

The file acquired is GP_2020.E01, GMOGUY_backup.pst, GP_2020.E01.txt

Files Acquired from

The files were acquired from the CCI Forensics Lab

Forensic Acquisition and Examination Preparation

The exam environment is performed at the home desktop using the Windows 10 operating
system



Software Used

The software used is FTK imager, Autopsy and SQLite

Verification of file

Forensic Analysis

1. All the space on the hard drive was split up between images, documents, videos,
documents, and audio and the rest is unknown. This can be found by going into
GP_2020.E01 and going into summary/types. By going into the container you can see
that there is 18.91GB free.



2. The type of file system in use is NTFS as $MFT was found in the root of the image file
and that is one of the most important files in the NTFS file system



3. The version of the operating system was found under data artifacts and in the operating
system information. The operating system is windows 10 enterprise evaluation



4. The date the os was installed was found under data artifacts and operating system
information. By going into the software and looking at the source file metadata you can
see it was created 2018-04-11 17:04:33 EDT

5. The timezone information was found in GP_2020.E01 by clicking on the summary tab
and going into the container and looking at the time zone which is America/New_York

6. The owner of the computer was found under data artifacts and operating system
information. By going into software you can see the owner is Eugene Pool



7. The account used to log in is IEUser and the method is a normal username and
password login. This can be found under os accounts.



8. The associates that were identified in the criminal activity are Ret Harring, Rufus, and
Malcolm monarch. This was found using autopsy under data artifacts and looking
through the sent email messages.

9. The user engaged in communications with multiple sources, this was found looking
through email messages using autopsy



10. The last date and time the user was logged in was found by going into OS accounts in
autopsy and finding the full name Gene Poole and his login date which is 2018-06-17
16:44:50 EDT



11. The files placed in the recycle bin were identified by looking at the path to see which
user had it and next to the path column it shows the date deleted for every file in the bin.
This information was found in autopsy by going into the data artifacts tab.



12. The user's background was a blue and black panther and the file location was found
under
/img_GP_2020.E01/Users/Public/AccountPictures/S-1-5-21-1058341133-2092417715-4
019509128-1000



13.The pictures below show where the crime may have been involved based on the
messages and google map search



14. The pictures below are evidence that was found on the pc using autopsy the two
pictures below were found in
“/img_GP_2020.E01/Users/IEUser/AppData/Roaming/Thunderbird/Profiles/9m7mu2l1.d
efault-release/ImapMail/outlook.office365.com/Sent-1/=_windows-1250_Q_800px-Uskla
dn=ECn=E1=5Fmouka.JPG_=”, the rest of the pictures were found in
/img_GP_2020.E01/Users/IEUser/Downloads.







15. Identify programs used to download files from the internet.

Google Chrome and Microsoft Edge is the only program found on the image file that can
download files from the internet. This was found using autopsy and by going into the installed
programs section. Microsoft Edge was by going into the web search tab and looking into the
data artifacts of the searches



16. The list of file locations below was found in autopsy in the data artifacts tab
under web downloads and these pictures were deemed as irrelevant information.

Path C:\Users\IEUser\Downloads\shopping.jpg

Path C:\Users\IEUser\Downloads\shopping(1).jpg



Path C:\Users\IEUser\Downloads\shopping(2).jpg

Path C:\Users\IEUser\Downloads\openssl-0.9.8h-1-setup.exe

17. The software below was found in autopsy in data artifacts under installed programs
where every software was analyzed for its relevance and data assessed.

HxD Hex Editor-2020-01-26 13:45:19

AsccesData FTK Imager- 2020-01-26 13:45:19

OpenSSH for Windows- 2020-01-26 13:45:19



18. OneDrive.exe was used most recently. This was found in autopsy by going into run
programs and filtering it by date/time to get the most recent software used.



19. In the search for personal information a couple of files were found on the device

First 3 pics found under /img_GP_2020.E01/Users/IEUser/Documents



4th pic was found in /img_GP_2020.E01/Users/John/OneDrive

5th pic was found in
/img_GP_2020.E01/Users/IEUser/Downloads/mimikatz_trunk/x64/Crypto/57ab95eaee77d7c60d
855c1f8d79bb26_4a2bc28c-9cc0-47fe-9cb9-632ab751f45a



20. A device was missed on this computer and that was a USB drive(JetFlash). This
information was found using Autopsy in data artifacts under USB Device
Attached



21. The 3 most often run programs are ondrive, chrome, and OpenSSL. This was found in
autopsy in data artifacts under run programs and filtering by name to see which
programs were shown the most.

22. The files that were recently worked on are Untitled. png, Music, New Bitmap Image,
Microsoft account, and mimikatz_trunk.This was found using autopsy in data artifacts
under recent documents where it was organized by date accede to see the most recent
ones.



23. A list of typed in sites was found using autopsy by going into the data artifacts section
and going into web search which revealed everything the user has searched using
different browsers



24. A list of phone numbers were found using autopsy by using a keyword list search and
filtering it by phone numbers





25. The only email program that was found installed was Mozilla Thunderbird, this was found
in autopsy in installed programs and researching if every program installed was email
affiliated or not. A list of emails received from the user from multiple sources was found
too under communication accounts.



26. Internet Explorer,microsft edge, and google chrome were the internet browsers
identified. This was found in autopsy under data artifacts and web search. Each search
history was looked into the data artifacts tab to see which program was used to search.



27. Using autopsy no skype chats have been identified. Main.DB of skype is empty.



28. A list of relevant results was picked based on Detective Fletcher's requirements using
autopsy.







Conclusion



Various sources of information have been found on the image files ranging from email
messages,pictures, and suspicious encrypted files. My forensic examination of this device will
come of use to Detective Fletcher in the incrimination of the suspect. Based on the information
found the location of Eugene’s friends has been documented in the forensic examination and
will require the immediate action of the UNCC Police Department to catch Rett. Hidden pictures
of the ingredients used to make their drugs and their pictures can be used as further proof to
incriminate Eugene.

2nd Verification




