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Overview

The file | received from detective Fletcher was GP2020.E01. Detective Fletcher has tasked me
with examining this forensic image and uncovering any and all evidence that is hidden in the
image. The felon Eugene has been suspected to be involved with the manufacture and sale of
drugs so | will have to look thoroughly to uncover any contacts or evidence to prove this.

Files Acquired

The file acquired is GP_2020.E01, GMOGUY _backup.pst, GP_2020.E01.txt

Files Acquired from

The files were acquired from the CCI Forensics Lab

The exam environment is performed at the home desktop using the Windows 10 operating
system



Software Used

The software used is FTK imager, Autopsy and SQLite

Verification of file

Forensic Analysis

1. All the space on the hard drive was split up between images, documents, videos,
documents, and audio and the rest is unknown. This can be found by going into
GP_2020.E01 and going into summary/types. By going into the container you can see
that there is 18.91GB free.
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2. The type of file system in use is NTFS as $MFT was found in the root of the image file
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and that is one of the most important files in the NTFS file system
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3. The version of the operating system was found under data artifacts and in the operating
system information. The operating system is windows 10 enterprise evaluation
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Type Value Source(s)
Program Name _|Windows 10 Enterprise Evaluation Recent Activity | +
Date/Tme 2018-04-25 11:48:06 EDT Recent Actity
Path C:\Windows Recent Activity
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Owner Eugene Poole Recent Activity
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Source File Path | fimg_GP_2020.E01/Windows/System32/config/SOFTWARE
Artifact ID -3223372036854775433
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4. The date the os was installed was found under data artifacts and operating system

information. By going into the software and looking at the source file metadata you can
see it was created 2018-04-11 17:04:33 EDT

Metadata
Name: /mg_GP_2020.E01 Mindows System32/config/SOFTWARE
Type: Fie System
MIVE Type: appicatoncnindons regstry
See: 81002896

File Name Alocaton: Alocated
Metadata Alocaton: Alocated

Modfied: 20200126 13:45: S EST
Accessed: 20200126 13:45: S EST
Created: 20180411 17:04:33EDT
Changes 2018-04-25 12:4508 £DT
st 71 1fde 1493fd 1897 7d3d5ch33eb6 401

SHA-255:

5. The timezone information was found in GP_2020.E01 by clicking on the summary tab
and going into the container and looking at the time zone which is America/New_York
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6. The owner of the computer was found under data artifacts and operating system
information. By going into software you can see the owner is Eugene Pool
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password login. This can be found under os accounts.
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8. The associates that were identified in the criminal activity are Ret Harring, Rufus, and

Malcolm monarch. This was found using autopsy under data artifacts and looking
through the sent email messages.

Rett,

Sofar the plan is to give Malcom the Itch/Burn device and he will set it off sometime a day or two later. 'm taking his cash payment and going to my spiderhole p in the mountains. Hopefully you can keep your mouth shut about all this and I'l pay you when its al over.

Malcom is going to leave for Canada for a while 5o no worries there. Rufus is in my pocket and you are the only weak link.

Gene

Sent from Mail for Windows 10

ett Harring <rett.harring@outlook.com>
Sent: Monday, September 3, 2018 12:1
To: Gene Poole

Subject: Re: Last email didn't get through

Yeah, meet you n a bit?

I have that thing built for you to use. Both plants you requested...this stuff is going to itch and cause some terrible sunburns,

Vil expect prompt payment — this is outside my normal customer base.

Sent from Mail for Windows 10

From: Malcom Monarch <mightymonarchfly@gmail.com>
Sent: Monday, August 6, 2018 3:00:44 AM

To: gmo_guy@outlook.com

subject: Password

Use the one I left on the post-it

Til change my settings once you have the phone squared away.

From: Rett Harring <rett.harring@utlook.com>
Sent: Sunday, July 22, 2018 11:56:18 PM

To: Gene Poole

Subject: Re: Yo Gene!

Oops...  just saw this. Drove by your place a few times, where ya been?
Do you still dabble in that apostrophe stuff.. Apostasy? The plant medicine junk? I am really into crystals and oils right now for healing but my knee doesn't seem to be getting any better. Thought you might have something "natural
Your parole officer is probably going to call you soon. We're cool. Rufus .
Anyhow, me and Rufus go back. He's not a rat... you know, as long as he has an "incentive” to look the other way. Ya feel me?

So whenever you're back from vacation or what have you, let me know,

9. The user engaged in communications with multiple sources, this was found looking
through email messages using autopsy

From:  gmo_guy@outook.com;

To:  rettharming @outiook.com;
cc
Subject: RE: Yo Genel

Headers L Accounts

Yes—Rufus and | spoke, he is pleased with the arrangement.

Sent from Mail for Windows 10

From: Rett Harring <rett.harring@outlook.com>
sent: Sunday, July 22, 2018 11:56:18 PM

To: Gene Poole

subject: Re: Yo Gene!

ly... what a goofy name for an officer of the law.

Hey —I've been up in the mountains gathering plant samples and working at my hidden camp.

1 have a project that's about to pay off big and I'll need to you to drive me.

Oops.. just saw this. Drove by your place a few times, where ya been?

20150302 1208:47ED1
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To: Rett Harring

Subject: RE: Chemicals

Sent from Mail for Windows 10

From: Rett Harring
Sent: Sunday, January 29, 2017 11:58 AM

To:
subject: RE: Chemicals

That looks great. Let me get some front money and some guys to push this stuff.
We are going to make  lot of dough.

Sent from Mail for Windows 10

From: Gene Poole
Sent: Sunday, January 29, 2017 8:56 AM

To:
subject: RE: Chemicals
Here are pictures — see how fine this product is? Stacks of this stuff in my warehouse. You can see in one pic.

Sent from Mail for Windows 10

From: Rett Harring
Sent: Sunday, January 29, 2017 11551 AM

To:
subject: RE: Chemicals

Nice — 'm more into making cash right now.

Rett,

Well—that is an Ivebeenin at some land that is secluded doing some work with various cultivars. | have just the thing for you and probably for Rufus. My own new blend —a breed of Sativa I'm calling Fragrans. The buds resemble strawberries and it smells less skunky and more fragrant.

Helps to hide the scent in summer on the mountainsides.
1will provide a sample. Thursday good for you? Maybe down near Ayrsley?

=3

Sent from Mail for Windows 10

OK~ Il be there in 20 with 3 sample and the first shipment.
You better have the cash or, Rett, | swear | will go Walter White on you.

Sent from Mail for Windows 10

From: Rett Harring
Sent: Sunday, January 29, 2017 12:15 PM

To:
subject: RE: Chemicals

Whoa - settle down.
Cash for the white stuff, payment up front. Got t.

Your loss.

Sent from Mail for Windows 10

10. The last date and time the user was logged in was found by going into OS accounts in
autopsy and finding the full name Gene Poole and his login date which is 2018-06-17
16:44:50 EDT
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11. The files placed in the recycle bin were identified by looking at the path to see which
user had it and next to the path column it shows the date deleted for every file in the bin.
This information was found in autopsy by going into the data artifacts tab.
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12. The user's background was a blue and black panther and the file location was found

under
fimg_GP_2020.E01/Users/Public/AccountPictures/S-1-5-21-1058341133-2092417715-4

019509128-1000
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13.The pictures below show where the crime may have been involved based on the
messages and google map search

Resit: 19 of 23 Resut € D £ Messa
From:  gmo_ouy @outook.com; 2180722 12:04:29¢
To: rettharring@outook.com;

o

Subject: RE: Yo Gene!

Headers 7ot HTML Accounts
Well—that is an Fvebeenin at some land that g 1 have just the thing for you and probably for Rufus. My own new blend —a breed of sativa 'm calling Fragrans. The buds resemble strawberries and it smells less skunky and more fragrant.

Helps to hide the scent in sumrmer on the mountainsides.
1 will provide a sample. Thursday good for you? Maybe down near Ayrsley?

P

Sent from Mail for Windows 10




14. The pictures below are evidence that was found on the pc using autopsy the two
pictures below were found in
“fimg_GP_2020.E01/Users/IEUser/AppData/Roaming/Thunderbird/Profiles/9m7mu2l1.d
efault-release/ImapMail/outlook.office365.com/Sent-1/=_windows-1250_Q_800px-Uskla
dn=ECn=E1=5Fmouka.JPG_=", the rest of the pictures were found in
/img_GP_2020.E01/Users/IEUser/Downloads.
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15.dentify programs used to download files from the internet.

Google Chrome and Microsoft Edge is the only program found on the image file that can
download files from the internet. This was found using autopsy and by going into the installed
programs section. Microsoft Edge was by going into the web search tab and looking into the
data artifacts of the searches
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16. The list of file locations below was found in autopsy in the data artifacts tab
under web downloads and these pictures were deemed as irrelevant information.

Path  C:\Users\IEUser\Downloads\shopping.jpg

Path  C:\Users\IEUser\Downloads\shopping(1).jpg



Path  C:\Users\IEUser\Downloads\shopping(2).jpg

Path C:\Users\IEUser\Downloads\openssl-0.9.8h-1-setup.exe

17. The software below was found in autopsy in data artifacts under installed programs
where every software was analyzed for its relevance and data assessed.

HxD Hex Editor-2020-01-26 13:45:19
AsccesData FTK Imager- 2020-01-26 13:45:19

OpenSSH for Windows- 2020-01-26 13:45:19
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19. In the search for personal information a couple of files were found on the device

First 3 pics found under /img_GP_2020.E01/Users/IEUser/Documents
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5th pic was found in
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20. A device was missed on this computer and that was a USB drive(JetFlash). This
information was found using Autopsy in data artifacts under USB Device
Attached
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21. The 3 most often run programs are ondrive, chrome, and OpenSSL. This was found in

autopsy in data artifacts under run programs and filtering by name to see which
programs were shown the most.

= © - Kepvarc e Qe Keyword sewch

22. The files that were recently worked on are Untitled. png, Music, New Bitmap Image,
Microsoft account, and mimikatz_trunk.This was found using autopsy in data artifacts

under recent documents where it was organized by date accede to see the most recent
ones.
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24. A list of phone numbers were found using autopsy by using a keyword list search and
filtering it by phone numbers
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25. The only email program that was found installed was Mozilla Thunderbird, this was found
in autopsy in installed programs and researching if every program installed was email
affiliated or not. A list of emails received from the user from multiple sources was found
too under communication accounts.
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26. Internet Explorer,microsft edge, and google chrome were the internet browsers

identified. This was found in autopsy under data artifacts and web search. Each search
history was looked into the data artifacts tab to see which program was used to search.
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27. Using autopsy no skype chats have been identified. Main.DB of skype is empty.
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28. A list of relevant results was picked based on Detective Fletcher's requirements using

autopsy.
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Result: 8 of 23 Resut & D £-Mail Messages

Headers Text HTML RTF | Atizchments (0) | Accounts

Hey- plant and working at my
Ihave a project that's about to pay off big and Il need to you to drive me.
Yes— Rufus and | spoke, he is pleased with the arrangement.

Sent from Mail for Windows 10

From; Rett Harring <rett.harring@outlook.com>
unday, July 22, 2018 11:56:18 PM
ene Poole

T

Subject: Re: Yo Gene!

Drove by your place a few times, where ya been?

Headers Text HTML 77 Attzchnents (0) | Accounts

1 chems if or your own.
Sodium Chloride
Hydrogen Dioxide
(1got rashest S and F)
Canalso help you drop some Ascorbic Acid... trippy!
Your favorite Chemist,
Guy

Sent from Mail for Windows 10
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Conclusion




Various sources of information have been found on the image files ranging from email
messages,pictures, and suspicious encrypted files. My forensic examination of this device will
come of use to Detective Fletcher in the incrimination of the suspect. Based on the information
found the location of Eugene’s friends has been documented in the forensic examination and
will require the immediate action of the UNCC Police Department to catch Rett. Hidden pictures
of the ingredients used to make their drugs and their pictures can be used as further proof to
incriminate Eugene.
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