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Abstract. Synthetic data plays an important role in software testing. In this pa-
per, we initiate the study of synthetic data generation models for the purpose of
application software performance testing. In particular, we will discuss models
for protecting privacy in synthetic data generations. Within this model, we in-
vestigate the feasibility and techniques for privacy preserving synthetic database
generation that can be used for database application performance testing. The
methodologies that we will present will be useful for general privacy preserving
software performance testing.

1 Introduction

Functionality and performance testing is essential for software application develop-
ment. Currently, two approaches dominate software application testing. With the first
approach, application developers carry out their tests on their own devalopment
synthetic synthetic data sets. Obviously this approach can not fulfill the requirements of
all the testing phases if the synthetic data sets are of small size or do not reflect the real
data sets. In particular, the performance could be significantly different if the synthetic
data is not similar to the production databases. With the second approach, new appli-
cations are tested ovéive production databases. This approach cannot be applied in
most situations due to the high risks of disclosure and incorrect updating of confidential
information.

Recently, Wu, Wang, and Zheng [15] have proposed a general framework for pri-
vacy preserving database application testing by genersyiniietic data sets based on
some a-priori knowledge about the currgmbduction data sets. The generated data
sets will be used to help software vendors to arrive at a close estimate of the perfor-
mance of a software application. In this paper, we investigate the tradeoff of privacy
preserving and performance preserving in detail. We also present an approach on pri-
vacy preserving data generation based on the generation location model. Specifically,
our contributions include: (1) A model for quantifying the privacy leakage and appli-
cation performance metric difference in the synthetic data set; (2) Some infeasibility
results for privacy preserving synthetic data generation; (3) A heuristic approach for
privacy preserving synthetic data generation within our model.

The current state of the art is that there has been little work dedicated to appli-
cation software testing that achieves both goals: privacy preserving and performance
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preserving. One related research area is the privacy preserving statistical databases [1,
5] which has developed methods to prevent the disclosure of confidential individual data
while satisfying requests for aggregate information. Though the experience in statisti-
cal database research are useful for the study of privacy preserving application software
testing, it does not consider the performance preserving issues. Furthermore, most sta-
tistical database literatures considered two types of indirect confidential information
leakage [14]: re-identification disclosure and prediction disclosure. Re-identification
disclosure occurs if an attacker is able to deduce the values of a sensitive attribute for a
target individual after this individual has been re-identified. Prediction disclosure occurs

if the data enable the attacker to predict the value of a sensitive attribute for some tar-
get individual with some degree of confidence. For example, Dinur and Nissim [5] dis-
cussed a model for the re-identification of some specific entries in the database. In a live
production database, the confidential information is not limited to the re-identification
of some specific entries. The statistical information or some rules/patterns about the
production database are also considered as the confidential information.

Also related to our research is private information retrieval and privacy preserving
data mining. The theoretical work of private information retrieval [3, 7] enables users to
obtain information from databases while keeping their queries secret from the database
managers. The objective of privacy-preserving data mining (e.g., distortion based ap-
proach [2, 6, 9]) is to prevent the disclosure of confidential individual values while pre-
serving general patterns and rules. There have been some prior investigations into data
generation [12, 11], however, the current data generation tools are built either for test-
ing data mining algorithms or for assessing the performance of database management
systems, rather than testing database applications. In addition, they lack the required
flexibility to produce more realistic data needed for software testing and do not take
into consideration privacy issues.

The organization of the paper is as follows. In Section 2, we present the general
location model and two test statistics. In Section 3, we give a formal definition for the
model of privacy preserving synthetic data generator. Section 4 describes a heuristic
approach to privacy preserving synthetic data generators. Section 5 briefly addresses
the applications of some statistical database results to privacy preserving synthetic data
generation. Section 6 concludes the paper.

2 Preliminaries

2.1 The General Location Model

Let A;, A, ---, A, denote a set of categorical attributes and Zs, - - -, Z, a set of
numerical ones in a table with entries. Supposel; takes possible domain values
1,2,---,d;, the categorical dat&8 can be summarized by a contingency table with
total number of cells equal t® = H’j’:1 d;. letx = {zq : d =1,2,---,D} denote

the number of entries in each cell. Cleaﬂyg:1 Tg = n.
The general location model [13] is defined in terms of the marginal distributidn of
and the conditional distribution & given A.. The former is described by a multinomial



distribution on the cell counts,
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wherer = {my : d = 1,2,---, D} is an array of cell probabilities correspondingxto
GivenA, the rowsz!' | 21’ ... 2T of Z are then modeled as conditionally multivariate
normal. We assume that

zi | pi = Eq, pa, X ~ N(pa, X)

is independent foi = 1,2, - - -, n, whereuy is ag-vector means corresponding to cell
d,andX is ag x ¢ covariance matrix. The parameters of the generation location model
can be written a§ = (r, 1, X), wherep = (uy, pia, -+, up)” is aD x g matrix of
means. The maximum likelihood estimatega$ as follows:
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whereB, = {i : u; = E;} is the set of all tuples belonging to cédll

2.2 Test Statistics of Two Distributions

Test Staistics 1 x2-test for two binned data sets, letand 2’ be two data sets with
the same number of bin®, the chi — square probability functionQ(x? | v) is an
incomplete gamma function with the degrees of freeddaqual toD), where

o~ W nma = afway)” N
X g Py , n ;xd, and n ;xd
Test Staistics 2 Kolmogorov-Smirnov test [4] for unbinned data sets,deind 2’ be

two continuous data sets with sizeandn’ respectively. The Kolmogorov-Smirnov test
statisticG is the largest absolute deviation between two cumulative distribution func-
tions F(z) and F(2'):

G = maz. . {| F(z') - F(z) |}

The significance level of an observed valug-ofas a disproof of the null hypothesis
that the distributions are the same) is given by

Pro(G > obs) = Qks([v/ne +0.12 4+ 0.11/y/n.]G)

whereQxs(\) =235, (-1 'e=%" andn, = 22

n+n’



3 (v, T)-privacy preserving synthetic data generator

Notation. NV is the set of natural numbers afRds the set of real number& = {0,1}
is the binary alphabeg,* is the set of (finite) binary strings and" is the set of binary
strings of lengthn. The length of a string: is denoted byx|. For stringse,y € X*,
xy is the concatenation af andy. For a stringe € X* and an integer number > 0,
x[0..n] denotes the initial segment of lengtht 1 of z (x[0..n] = x if || < n+1) and
x[i] denotes théth bit of x, i.e.,x[0..n] = x[0] - - - z[n].

3.1 Definition

A database application software packdgehat needs to be tested can be regarded as
a Turing machine defined on binary strings. Its input can be divided into two parts, the
database part (with size of MBs or GBs) and the test case ingutwith a relatively
small size). The test case inputould be a simple SQL command or a script file such
as a collection of SQL commands. As it is problematic to tEsbn the production
database:, here we choose to te$t on some mock data'.

Private information in a databasecould be defined as a Turing computable func-
tion 7(x, i) wherei is the index of the private information. In another word, the private
information in a databaseis a sequence of binary stringgz, 1), 7(z, 2), 7(x, 3), . . .,
T(z,m).

Example 1 Consider the following confidential information: “The average balance
range of term deposits from Asian people in a specific zip code area”. We translate
this property to a binary string. For a 90-bit binary string let z[0..19] represent the

zip codez[20..29] represent the background of the people (e.g., 0000000001 for Asia,
0000000002 for British, etc.)[30..59] and z[60..89] represent the term deposit aver-
age balance lower bound and upper bound respectively for the peoplezf&im29)
background and:[0..19] zip code area. The above private information could be in-
dexed as the first private information by lettingz, 1) = = if and only if the people
from z[20..29] background and:[0..19] zip code area have average balance of term
deposit in the intervalz[30..59], z[60..89]].

Output of the performance testing fé&t can be measured by a metric functidp.
In particular, 7+ can be regarded as a mapping frathx X* to N. The metric function
Tr(z,y) could represent the time used by the software pack@gehen running on
database: with input test casg.

The goal of the synthetic data generation is to produce a synthetic datafsah
the production data setsuch that metric function outpu-(z, y) and7x(a’, y) are
approximately the same for most input test cagest the same time the synthetic data
z’ should contain no private information. Our above discussion can be formalized as in
the following definition.

Definition 1. Lety : ¥* x X* — N be a function denoting the acceptable metric difference
for the testing purposer : ¥ x N — X* be a Turing computable privacy functiof; :

X" x X* — X* be a Turing machine denoting the software package,Bad X" x X* — N

be a metric function defined fof. We say that a probabilistic Turing machige X* — Y*isa

(v, T)-privacy preserving synthetic data generdtorF if the following conditions are satisfied:



1. Forallz € X7, |G(z)| = |z|.
2. (Performance similarity)7x (z,y) — 7r(G(x), y)| < v(z, y) with overwhelming probabil-

ity, where the probability is taken over all possible valuesifpy, and internal coin tosses
of 7 andg.

3. (Privacy preserving) Lei(-) : N — R be the acceptable level function of privacy leakage

which is generally a negligible function. For each databasend each, we have

Z |Prolr(z,i) = w|G(x), priorK] — Prol7(z, i) = w|priorK]| < §(7),

where the sum is over all potential outputof (z, 7), and priorK is the prior knowledge
that is known to the software tester before the testing.

Remarks:

— Indefinition 1, we assume that all functions and Turing machines are defined for all
inputs. In practice, there is no guarantee that a program will halt in finite many steps
on all inputs. In particular, when a program contains bugs, then for some inputs it
may run forever without a valid output. For these scenarios, we assume that when a
Turing machine does not halt in expected time (which should be large enough) on

an input, then it will halt and output a default result.
— In the item 1, we require th&g(x)| = |z|. This requirement is only for the con-

venience of our analysis. In practice, the generated synthetic data set may have

different (but approximately same) size than the original data set.

— In the item 3, the prior knowledge could include the schema definition of the
database: and other prior knowledge about

— From the definition, it is straightforward to see that a privacy preserving synthetic
data generator must be one-way. Otherwise one can comrden G(x) and then
compute the value af(z, ), violating condition 3 of Definition 1.

3.2 Infeasibility

In the following, we first show that, for given conditions( 7)-privacy preserving
synthetic data generator f@f does not necessarily exist.

Statement 1 (v, 7)-privacy preserving synthetic data generator frdoes not neces-
sarily exist if the Turing maching”s running time depends on some bits of the input
and these bits are indeed the private information identified.by

Example 2 Assume that, according to prior knowledge, the firstfiif of the database
x is uniformly distributed ovel’, 7 is the time complexity of,

Tr(0z,y) = 4-max{y(0z,y),7(12,y)},
T]'—(lza y) =2 HlaX{’}/(OZ7 y)’ ’7(125 y)}7
7(x,1) = z[0],

andg is a (v, 7)-privacy preserving synthetic data generator f6r Then in order to
satisfy the condition 2 of Definition 1, we must h&&)[0] = «[0] for almost allz.
Otherwise, forr = bz,

|77 (bz,y) — Tr(G(b2),y)| = 2 - max{y(0z,y),7(1z,y)} > 2v(bz,y) > v(bz,y)



foranyb € X andz € X*. Then forw = G(x)[0], we have

. . 1 1
Prolr(z,1) = w|G(z), priorK] — Proljr(z, 1) = w|priorK] =1 — 2=
Thus the privacy leakage is larger than (or equal to) a non negligible vélaed the
condition 3 of Definition 1 is not satisfied. This is a contradiction, which shows that no
(v, 7)-privacy preserving synthetic data generator fBrexists.

Statement 2 Even if there is n@onflict betweenr and the running time aof, (v, 7)-
privacy preserving synthetic data generator f6rmay still not exist if the Turing ma-
chineF has some conflict with the performance requiremght y ).

Example 3 For any binary stringe € X*, letint,, denote the positive integer whose
binary representation is. Assume thaf ~ is the time complexity of with the property
that

Tr(x,y) = 2-int, - max{y(2,y) : [2| = [=[},

7(z,%) is a non-trivial privacy function (that is, a function whose output values depend
on input values), and is a (v, 7)-privacy preserving synthetic data generator {&r

As we have noted in the previous paragraghshould be one-way, thug(x) # x for
almost allz. Then

|77 (2, y) — Tr(G (), y)| = 2 - [int, — intg| - max{y(z,y) : |z| = |=[}
> 2-max{y(z,y) : |z| = |z|}
> y(w,y)

for almost allz € X*. Thus the condition 2 of Definition 1 is not satisfied, which is
a contradiction. This shows that g, 7)-privacy preserving synthetic data generator
for F exists.

The above two statements essentially show that if the Turing madhiisea “dis-
tinguisher” of some privacy bits or a “distinguisher” of the input strings, then privacy
preserving synthetic data generator does not exist. On the other hand, if the Turing ma-
chine 7 has approximately same metrics on all inputs of the same length, then any
random mapping serves as the privacy preserving synthetic data generaforToat
is, if |7 (x1,y) — Tr(22,v)| < v(x1,y) for all z; andz,, then any length-preserving
random mapping is &y, 7)-privacy preserving synthetic data generatorfarin this
paper, we will concentrate on Turing machiewhich do not go to the two extremes
that we have just mentioned.

3.3 Problem Formulation

The results in the previous section show that, without the knowledge of the underlying
data structures im and the operation commandsi it is generally impossible to con-
struct(~y, 7)-privacy preserving synthetic data generator for a generic Turing machine
F. In this section, we concentrate on the synthetic database generation and on database
application software packages and assume the workload is given. Generally, we have
two problems depending on different scenarios:



Problem 1. Given a private property, andd(7), find a synthetic databasé to mini-
mize
> | Tx(2,y) — Tr(2',y)| - Probly]
Yy

subject toy_,, | Prob7(z, i) = w|a’, priork] — Probj7(z, i) = w|priorK] | < 4(i).

Problem 2. Given acceptable performance metyice, ), and private property, find
synthetic database to minimize

> > | Prolir(x, i) = wla, priorK] — Prob7 (z, i) = w|priork] |

subject tQ7x(x, y) — Tx(2',y)| < v(z,y) for almost ally.

The two problems are related to each other. In the remaining part of this paper, we
will focus on Problem 1. One should note that the subject condition in Problem 1 is
generally not a linear inequality and the distributionya$ not uniform (i.e., Profy] is
not a constant). Thus the Problem 1 is not a linear programming problem and heuristic
methods are needed to solve this problem.

4 Constructing (v, 7)-Privacy Preserving Synthetic Data
Generator

Categorical Numerical
Zip|BackgroungAge|Gendef Balance
1/10001 Asial 20 M 10k
2/10001 Asial 30 F 15K
3/10002 British| 20 M 50k
m|10001 British| 25 M 80k

Table 1. An Example of ACCOUNT Database

In this paper, we assume that file organizations, sorted fields, and index structures of
the production databaseare not private information and the synthetic data generator
will use these information to build the synthetic databgée) in the same way that

x has been built. We view the database as a multi-dimensional table with categorical
attributes and numerical attributes and model it by usinggémeeral location model

Table 1 shows an example ACCOUNT database wittuples. Assume the workload

is given as follows and the private property is as Example 1:

Q1: INSERT INTO ACCOUNT VALUES ()
Q2: SELECT * FROM ACCOUNT WHERE Zip = z AND Background =b



It is clear that the distribution of underlying data affects the execution time of work-
load. In general data sets, some columns’ distribution may be dependent on those of
other columns, hence we would like to derive an approximate joint distribution of all
columns which is used to generate synthetic data for performance testing. For example,
the approximate joint distribution offip, Background, Balance would satisfy the
performance requirements of workload (Q1 and Q2). Our intuition is that, for database
applications, if two databasesandz’ are approximately the same from a statistical
viewpoint, then the performance of the application on the two databases should also be
approximately the same.

However, the joint distribution may contain sensitive information about private prop-
erties. In the next subsection, we will present an heuristic algorithm to derive approx-
imate joint distribution based on the general location model and to check whether it
contains confidential information.

4.1 A Greedy Algorithm

We view the database as a multi-dimensional table with categorical attributes and nu-
merical attributes and model it by using tgeneral location modeMe also assume
the general location model itself is not confidential information and only the parame-
ters of the general location model are confidential. We can see from Equation 1 that
the maximum likelihood estimates 6f= (r, 1, X') can be fully derived from statistics
(e.g., the frequencies of tuples which satisfy some conditions of categorical attributes,
the mean and variance values of tuples which belong to same cell). Those statistics are
not completely contained in database catalétpwever, it is straightforward to derive
those statistics by imposing various queries if we are allowed to access the original data.
It is worth pointing out that we do not need to build the general location model at
the finest level as those statistics are with very high complexity which is exponential to
the size of contingency table and many statistics do not have effects on a given work-
load performance. Hence an approximate and condensed general location model on the
subsets of attributes is sufficient for performance testing. Here the condensed model is
derived from a condensed contingency table which is formed by a subset of categor-
ical attributes (even with coarser domain values) which can be identified by SQLs in
workload.
For the reason of convenience, we GBB%J to denote all the information (e.g.,
the distribution, rules and the priori knowledge priorK) needed to build datab&se
satisfy the condition 2 of Definition 1. We call the distributiﬁB‘},m. theperformance
characteristicof a database for the applicationF. The heuristic method for solving
the problem 1 could be given as follows.

— Step 1. ExtracDBY% , from the real database based on workload and construct
the estimated performance error functipf:, ).

— Step 2. Specify a list of confidential informatief, i) and an acceptable privacy
leakage leveb (i) for each privacy indexed by

Y 1n current commercial database datalog, only the simple statistics (e.g., mean, max, min etc.)
of each single column are collected.



— Step 3. Check whether the performance characteﬂzﬁél. leaks any privacy
information defined inr(x,4) in a non-acceptable level (that is, larger then))
according to Definition 1 (see section 4.2).

— Step 4. If the privacy leakage is not acceptable, repeat the followingmejJ@
leaks privacy information about(z, ) in the acceptable level defined by

e Step 4.1. The analyzer constructs a new charactefi#fic , by perturbingd
ast = (m+ 0, nu+9,, %X +90x).

e Step 4.2. The performance analyzer constructs a new estimated performance
error functiom’(z, ) according to the new distributiaBB’- . This is gener-
ally larger than the previoug(x, ).

— Step 5. A synthetic data generator generates a synthetic data set using the distribu-
tion DB’ .

During Steps 1 and 4.2, we apply two test statistics discussed in section 2.2 to test
whether the generated dathusingDB’fw has the same distribution with original data
(assuming a sample is given). From the point of statistical view, we can never prove that
two data sets come from a single distribution. On the contrary, we aim to disprove, to
a certain required level of significance, the null hypothesis that two data sets are drawn
from the same population distribution function. As there is no test statistics which can
be directly used for the general location model, we decompose the general location
model to two parts and usg® test for multinomial distribution andolmogorov —
Smirnov test for multivariate normal distributions of each cell.

4.2 Privacy Analyzer

The results from the previous section show that in order to construct a privacy pre-
serving synthetic data generator for the applicationone first needs to extract the
performance characterisﬂw%m from the input database Then one can draw a ran-
dom database’ according to the distributio’@BOm and build the same file structures,
sorted fields, and indexes fof. If 2’ leaks no private information abowtthenz’ could

serve for performance testing. Howevef,constructed in such a way may leak some
confidential information. In this section, we will address techniques to decide whether
there are private information IeakageZDBOfw and, if the answer is yes, how to con-
struct a new distributio®B’- , that contains no confidential information. Without loss

of generality, we assume that the functiois defined only for the first index. We write
this confidential information as(x) = 7(x, 1) for short. In the following, we give
some examples to illustrate how to decide whether there is information leakage about
7(z) in a distributionDBY. ,..

Example 4 Let! andm be two integers such that = | x m. For a databaser, let

X[i] = «[il] ... x[il +1—1]for0 < ¢ < m — 1. In practice,X[0], - - -, X [m — 1] may
correspond only to one column of a table. For the reason of simplicity, in this example,
we assume that the database has one table which has one cal{ohn- -, X[m — 1].
Assume that the following conditions hold:

1. According tooriorK, X[0], ..., X [m—1] follow a normal distributionV (, o) and
1 is uniformly distributed ovet00 < p < 500;



2. 7(x) = 721':51 XU and

3. accordlngtciDBfm, [0],..., X[m—1] follow the normal distributionV (g, o).
Then
|Prot{7(f ) 10| DBY% ] — Proljr () = po|priorK]|
= — 20| = 26— ¢

for some smalk. ObvioustDBf’m leaks significant information about(z). Thus

we need to modify the performance characteri%%ym. One potential solution is

to pick a random value, and use a new distributioV (ug + v, 09). This may have
further impact on the application performance and we need to re-compute the new
performance error function(x, y) for this new distribution. If we choogde| < ¢, then
foranypg+v—t <w < pg+ v+t

|Protj7(z) = w|DB ,] — Prolfr(z) = w|priorK]|
1 1 1 1
— &

3)
=|(z—¢) — w0l =% — w0
for some smalt. Whent is large enough, the value in equation (3) is small enough so
that the sum on allv is less than the pre-specified valiié.

The example in the previous paragraph shows a heuristic method to modify the
performance characteristic to meet the privacy requirements. In order to construct a
confidential-information-free distributigRB’- , from DBST »» we first need to identify
those parts ofX [i] on which the value of-(x ) depends. Then we need to perturb the
elements inDBBTJ: that have impacts on the values of tha$@]. After these pertur-
bation, we get a new distributioP3’- , and we can check whether the information
leakage is acceptable.

We close this section by giving a formula for evaluating Rréb) = w|DB': ] for
the new d|str|but|orDBf »» Wherew is any given string. Note that this computatlon is
necessary for checking whether the information leakage is acceptable.

Let DBco denote the conversion method, that is used to corms&,z to DB,
together with the prior knowledge. Then gi\@B/f@, one can evaluate the probabil-
ities of possible value® 5 of DB}QU, given DB’f’x. Using Bayes formula, one can
compute the posterior probabilities:

ProDB] - Prof DB’ | D3, DBco
Pro DB’ ,[DBco]
Note that the probabilities Pr@Bs] of possible value®B of ’DB(}J can be eas-
ily computed when the distribution of the general location model's paramétets,

(m, u, X), are given (e.g., we can assurhéas a uniform distribution over a specified
range[t;, 0.,]). The probability ProfDB’- ,|[DBco] can be computed using the formula:

Prolf DB|DB: ., DBco] =

Prof DB, [DBco] = > _ ProfDB] - Prof DB’ | DB, DBco).
DB
2 Note that the computation in the equation (3) is only for illustration purpose and is not exact. At

the end of this section, we will give exact evaluation formulae for the computation of posterior
probability.



Thus the posterior probability Prot{z) = w|DB- ] could be computed as:

Prolr(z) = w|DB | = Z (ProbDB|DB: ] - Proba’|DB] - Probr(z) = wlz'])
z’, DB

where we omitted the prior knowled@Bco from the formula.
As there may have exponentially manys, we need to use discretization method
and divide possible’s into discrete intervals and compute their probabilities.

5 Other Issues Related to Our Work

5.1 Privacy Breach Issues

In section 1, we briefly described researches on privacy leakage in related areas such as
statistical database and privacy preserving data mining. We observed that existing defi-
nitions for privacy leakage are not sufficient for our research. Our definition of privacy
leakage is closely related to the statistical indistinguishability concept in cryptographic
research [8]. It is straightforward to check that our definition covers both straight (up-
ward) privacy breach and inverse (downward) privacy breach defined in [6]. However,
our definition is more general as it also covers the collective privacy breaches: for each
individual event, the observable probability difference is small, but, collectively, the
sum of these observable probability differences are large enough. This kind of collec-
tive privacy breaches could be important for many applications.

5.2 Statistical Database and Privacy Preserving Synthetic Data Generation

The problem of privacy issues in statistical databases have been extensively studied (see,
e.g., [1]). Recently, Dinur and Nissim [5] have tried to give a formal definition of privacy
issues in statistical databases and they have obtained several impossibility results and
several feasibility results. Their main feasibility result is based on the assumption that
the adversary has no prior knowledge about the database. That is, they assume that the
database is a uniform distribution ovBF. This is generally an impractical assumption
since in practice the adversary have much prior knowledge about the database. However,
several techniques in the paper [5] is helpful in understanding the privacy preserving
synthetic data generation issues and can be used for privacy preserving data generation.
For example, [5, Theorem 5] provides a feasibility results for privacy preserving
statistical databases if one assumes that the statistical database is a uniform distribution
on binary strings. Specifically, [5, Theorem 5] says that fofrg > polylog(n) time
bounded adversary, one can achieve statistical database privacy by perturbing the query
output by an order o®(+/t(n)). In the following, we apply the techniques in the proof
of [5, Theorem 5] to privacy preserving synthetic data generation. Assume that the
values of an attribute in the live production databage distributed uniformly and the
application software performance depends on the valugs,of «[:] for different kinds
of I C {0,...,n—1} and the private information is the re-identification of any specific
entry in the database. Then one can construct a performance characﬁﬁ%tjg as
follows. Fix a valuet(n) (for example, let(n) = n), let R = t(n) - log" n for some



p > 0,and letly, ..., I,y be a sequence of random chosen subset8,of . ,n —1}.
For eachj < t(n), leta;; be defined as follows:

1. If |I| < V'R -log® n thena;, = 0.
2. Otherwiseq;, = >, =[] + &, where€ = > wli] — R/2 for a random
chosenw € X%,

LetDBOf,x be constructed in such a way that any databaseawn according tGDB(}%
satisfies

Zm’[z} —ar, | < \/t(n).

i€l;

Then a similar proof as in the proof of [5, Theorem 5] shows that the performance
characteristi@B(},m leaks no private information about

5.3 Generating Synthetic Data via Statistical Queries

In certain cases, the performance character’Btﬁ‘}w of the original database could

only be extracted from the real databaseia statistical queries ta. If the answers

to the statistical queries is not perturbed and no modificatidhlf&‘z has been done,

then the existence of a database satisfying the distribution is guaranteed to exist since

x itself satisfy the distribution. However, if the answers to the queries has been per-

turbed or, in order to remove the confidential information contained in the performance

characteristicDBofJ has been modified, there are several concerns for this procedure.
The first problem is related to the existence of a sample database for the revised dis-

tribution. The new distribution may contain contradiction and the sample space could

be empty. If this case happens, one may try to remove the contradiction from the distri-

bution. This modification could have further impact on the application performance.
The second problem is related to the efficiency of synthetic data generation. It may

take exponential time to generate a synthetic data set according to a given distribution.

For example, if the distribution requires that for each index subset {0,...,n —

1}, the database’ satisfies some condition oy, «[i], then one may have to try

exponentially many instances to outptit For a specific class of distributions, one may

design generic optimized algorithms to construct the synthetic data efficiently.

6 Conclusion

We studied the problem of generating synthetic data for database application perfor-
mance testing while preserving privacy. We presented a model for quantifying the pri-
vacy leakage and application performance metric difference by using the general loca-
tion model. Our infeasibility results show the strict privacy preserving synthetic data
generator does not necessarily exist when the application workload is a “distinguisher”
of some privacy properties or a “distinguisher” of the input strings. A heuristic method
was given for the relaxed problem, i.e., to construct the generator which satisfies per-
formance requirements as many as possible while preserving all the privacy properties.



The analysis in this paper shows that it is a challenging problem to design efficient
privacy preserving synthetic data generators. One open problem is to study complexity
issues. Another topic for future work is to extend our approach for multiple tables and
integrate with a-priori rules and constraints in databases.
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